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® To develop a prototype to test a feasible
architecture for sharing geografically distributed
data and computation resources in the context
of SKA Regional Centers

® The prototype is based on requirements
provided by the AENEAS project

® Use the new IVOA recommendations on A&A

® The technological environment is provided by

interoperability studies carried on in the
ASTERICS environment
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Proposal Creation Observation
(Proposal ID) (Proposal ID)

Registered (somewhere

remg“iz‘;tégy = SDP Data Set
Ol - (Proposal ID)
Regional Center /
(Proposal ID)
Keywords:

® Proposal-ID
® Data Set
® User/User Credentials
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® After the observations (labelled with a proposal-
ID), the Data Sets will be pushed to SKA-RC
based on a to be defined policy.

Push mechanism

Data Set
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Production of Data Sets

[ Authorization based on
> General Purpose Grouping
l Management System

Proposal Submission |
SKA

J Creation of Proposal ID
i.e. a new group of users

Group membership

/ [Information sharing
A2 /
fﬂ\ 4
General Authentication-Credentials
(Edugain + Google + X509 + ...) SRC Data Access Layer

Prototype RAP for SKA, IAM f&Han_go, and User Space

—»
(ProposallD related Data Set N

AAI for EGI etc.. B
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/The prototype use cas

RC4, Web Application
for data search Data_Set URLs

SKA_RC_ AuthN,

A '
RC,, Web Application
for data search

D

RC, Web Application
for data search

O _roo

A
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1

Data Set Catalogue
Proposal ID
Authenticator URL(SKA RC_AuthN)
Data Set URL (SRC file Server)

RC Environment

DataSet_URLn

=4

2:SKA_RC_ AuthN,
Data Set URLs

l rﬁ: User Space

5:call(dataset_url, prop_id, Pl_cred)

RC,, Web Application 3:Redirection
SKA RC AuthN
for data search to AuthN —
4:AuthZ
0 Prop_ID SKA_RC_AuthZ
—

D
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1. Multi-protocol AuthN - 2) Account Linking Courtesy of C. Knapic - G. Jerse -- INAF - OATs

S K-A 1) IsMemberOf (ID1, group_name) SRC

2) IsMemberOf (group_namae)

AuthN «

6
=
wn
lm
:
-
1

| GMS <> AuthN
< HTTPS |

i 3 & i I..h h
JOINED ID {list of 1Ds} IDx
{id":"925","type”"eduGAIN","eppn”:name.surname@inaf.it}, {id":"925" "type":"eduGAIN"}

{id":"1323","type":"Google","email”:"name.surname@gmail.com”},

{"id""123","type™."x.509",} Two standard call types:

IsMemberOf (group) — list of users {ID1: idType 11 : value 11;
idType_1m : value_1m

INAF - IA2 VO related activity description, IDn: idType_n1 : value_n1;

proposal for SKA AAA prototype idType_nm : value_nm}

IsMemberOf (ID1, group) — boolean
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SKA_RC Demo - Mozilla Firefox - o x

| SKA_RC Demo %\ 4+

€ | @ | skaOL.ira.inaf.it/SKA_RC_BO/ 133% | @ ||Q Search 3 & 2 BrH w @&

[ Most Visited v % Centos @ Wiki +* Documentation @ Forums [Jopencadcv [Jldap» [JJavav [Jdevtools¥ [JEGI docs¥ [Jtomcatv [Junipd~ »

SKA REGIONAL CENTRE DEMO

This is a prototype to demonstrate the use of a SKA Regional Centre which uses an external
authentication and authorization service.

To use the Regional Centre Facilities enter the code of the observation proposal.

Proposal Code: skaProp_001 Send

To use the demo you must have enabled the use of cookies

This branch of SKA_RC is in development. If you find errors try again after a few minutes.
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RAP RAP - Mozilla Firefox = o x
| RAP RAP x|+
€ | @ @ | https:/irap.inaf.it/rap_devel/?client_name=SKA_R! 120% | & ||Q Search 4+ & » BE~rHEH v @& =
f& Most Visitedw 4% Centos @ Wiki 4® Documentation @ Forums [Jopencadcv [Jldapv [JJava~v [Jdevtools¥ [JEGI docsv [Jtomcatv »
1 -

-

 Remote Aufhentication Portal- i

é N N ~N
NG 'i m n X.509
Use these Logos to Login or Register | | Use the X.509 Logo to Login with
to the RAP facility with your social| |your personal certificate (IGTF and
identity TERENA-TACAR, are allowed).
. AN AN ./
4 N ™
‘
—bLo| cal | #Edit " Reg oin
u I
TELESCOPE MANAGER I
Offline or local login with self Self registration if you do not have Remote Authentication Portal was N
registered account or edit your remote authentication system or Join written by Franco Tinarelli |
profiles. your identities. at INAE-IRA
. AN ./
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A2 - IdP Selection - Mozilla Firefox - u] x

1A2 - IdP Selection ® | 4
€ | ¥ | @ @ | https://sso.iaZ.inaf.it/shibboleth-ds  EJ | C Search @ 4+ & > B~ » =
Most Visited > +* Centos @ Wiki 4* Documentation @ Forums [ Jopencadc [T]ldap~ [JJava~ [[]dev tools~ »

IA2 - Italian Center for Astronomical Archives |
Use a suggested selection:
e
National Institute for
Astrophysi...
Or enter your organization's name
National Institute for Astrophysics - INAF Cantinue
Allow me to pick from a list Help
Privacy policy
ide . “ g
garr a3l ~ e u
o
Powered by /<\ 1A2
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§ NAZIGHALE 04 ASTROFISICA
ASTROPHYSICS

Login to S50 Portal for INAF

services

Forgot your password?
Username ’ goty P

» Need Help?
Password

Don't Remember Login

Clear prior granting of permission for
release of your information to this
service.
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[ SKA_RC Demo
C { @ Notsecure | skaOl.ira.inaf.it/
Apache HTTP se LRZ: How to set  [@ Banche Trieste: | B Previsioni metec

LOGIN WITH eduGAIN

Mome: Sara

Cognome: Bertocco

Email: bertocco@oats.inaf.it

Isername: sara.bertocco@inaf.it
Organization: INAF

OrgUnit: OATS

Is member of Group skaProp_001: TRUE
Group Number: 10001

The credentials and instructions for accessing your data have been sent to your
email address.

Best regards
The SKA RC IT Staff
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The prototype

q

Astronomy ESFRI & Res

reh Infrastruciurd Cluster

Sara Bertocco

|.
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M Gmail

Compose

Inbox 388

Starred

Snoozed

Sent

Drafts 94

_Chats

_INBOX
ASTERIX
postponed-m...
sent-mail
sent-mail-mar...
Sent

[Gmaill/Postai...

xahe 5t

avid: hittps:[www. youtulbe. Comiw

Q,  search mail

=

B 0 8§ & © B ®

SKA RC IT: User registration 1nbex

skarc.bo@ira.inaf.it
to bertocco -

[Mail automatically generated, do not reply]

Dear Sara Bertocco welcome to the SKA RC IT.

We send you your credentials for the use of data processing
programs made available by the Regional Center.

You can use them to access the skaOl.ira.inaf.it workstation,
using an ssh login.
Your credentials expire 48 hours after first use.

Username: ska09
Password: f130pafr$7

You can access your data in the directory: /data/skaProp_001

Best regards
The SKA RC IT Staff

# Reply all + Reply » Forward
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skaﬂ'aé}skaﬂlw
File Edit Wiew Search Terminal Help
[bertocco@firiel ~]$ ssh skal09@skall.ira.inaf.it
[The authenticity of host 'skaOl.ira.inaf.it (90.147.132.60)' can't be established.
ECDSA key fingerprint is SHA256:fUr/Gn3oGAvTZfGo3fUO09+HV+02VD7aDnn/s1mlABRA.
ECDSA key fingerprint is MD5:d8:64:69:94:9c:a6:53:da:07:96:11:7b:f7:6a:£fd:7b.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'ska0Ol.ira.inaf.it,90.147.132.60' (ECDSA) to the list ¢
f known hosts.
skal09@skall.ira.inaf.it's password:
[ska09@ska0l ~]$ 1ls /data/skaProp 001
FTIN-1 FTIN-2
[ska09@ska0l ~]$ |]
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Thanks!
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