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EGI: Advanced Computing for Innova

EGI is a federation of over 260 computing and data
centres spread across 40+ countries in Europe and
worldwide

EGI delivers services to support researchers,
International projects, research infrastructures and
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EGI - Some relevant terms

Term | Definition

EGI Federation

Integrated RPs

EGI Community

EGI Foundation

EGI Federation

EGI Infrastructure

EGI Community

EGI

The legal entity whose objective is to coordinate
and develop, in collaboration with its
Participants, an e-infrastructure that provides
distributed compute and storage resources for
performing research and innovation activities

EGI Foundation, EGI Foundation Participants and
Associated Participants, their linked
organisations (e.g. service and resource
providers) represented within EGI Foundation
that contribute to the objectives of the
foundation

The federated e-infrastructure composed
national and intergovernmental computing and
data centres from the EGI federation providing
advanced computing services for research and
innovation

EGI Federation plus the served research
communities (RC), the technology providers (TP),
partners in projects (PP) and all other
organisations having agreements with EGl.eu

Can be used as a short version of “EGI
Infrastructure” or “EGI Federation”
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sl EGI - A global system of e-
Infrastructures
Africa-Arabia, Asia and Pacific region, China, Europe,
India
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EGI EGI infrastructure and Usage Statistics - Jan 2019

@ 4.4 Billion CPU core wall time CPU wall time (Billion hours) povided ey
delivered in 2018 5.00
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|dentity and Access
Management solution
that makes it easy to
secure access to services
and resources

Components

* 1dP/SP Proxy

* User enrolment & group
management

* |dP Discovery
* Token Translation

Check-in in a nutshell

&

Documentation

* Usage guide
* Integration guides

https://wiki.egi.eu/wiki/AAl




@ EOSC-hub What benefits does Check-in bring?

Single sign-on to services through eduGAIN, social media and other institutional or community-
managed identity providers

Only one account needed for federated access to multiple heterogeneous (web and non-web)
service providers using different technologies (SAML, OpenlD Connect, OAuth 2.0, X509)

Identity linking enables access to resources using different login credentials
(institutional/social)

Assurance information associated to each authenticated identity

Aggregation and harmonisation of authorisation information (VOs/groups, roles, assurance)
from multiple sources
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@ eoschus IdP/SP Proxy

; ) | |
‘openiD Connect * Implementation of the AARC blueprint

SAML Y architecture

' OpenlID Connect
T e MasterPortal
BWF - Connect * Registered in eduGAIN as an SP complying
v with REFEDS Research & Scholarship and

User
Enrolment

Check-in
IdP/SP Proxy " ey * All community SPs can have one statically
. Lowe configured IdP

* LDAP

IdP
Discovery

* No need to run an IdP Discovery Service
on each community SP

* Connected SPs get consistent/harmonised
user identifiers and accompanying
attribute sets from different IdPs/AAs that
can be interpreted in a uniform way for
authorisation purposes

AP|EU|TAG
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@ EOSC-hub User enrolment & group management

)( ey (RN 28

&« c ® @ https://aai-dev.egi.eu/registry/co_pe B e w Search N G0 =
My Community i
°

Home > My Community > Sign Up
Enroliment Flow

* Ability to create enrolment = Sign Up
ﬂ OWS S peciﬁ C to a Complete the sign-up form by entering all the required fields Collect Petitioner
community's requirements ioutes

 Start

EGIID

Support for organising

users in hierarchical groups .
Your full name

Ability to associate ) : n o
certificate and ssh key R~ neooe 2+

information to researcher's T =
federated identity '

Home > EGI User Community > My Population > CO Person > Manage Group Memberships

= Manage Jane Doe Group Memberships

Ability to enrich b N S N N S
. . . CO:admins My Community Administrators Closed Active Member  Owner

resea rCher ,S Identlty Wlth CO:COU:AMB:admins AMB Administrators Closed Active Member | Owner

CO m m u n itY'S peCiﬁC CO:COU:AMB:members:active AMB Active Members Closed Active Member  Owner

attri b utes CO:COU:AMB:members:all AMB Members Closed  Active / Member  Owner

CO:COU:sponsors:admins sponsors Administrators Closed Active Member  Owner

CO:COU:sponsors:members:active sponsors Active Members Closed Active Member  Owner

. . . .

D I rect (d e ) p rOV| S I 0 n I n g Of CO:COU:sponsors:members:all sponsors Members Closed Active Member  Owner

i n fo r m ati O n i nto a n L DA P CO:COU:test-sso-confluence:admins test-sso-confluence Administrators Closed Active Member ' Owner
g CO:COU:test-sso-confluence:members:active test-sso-confluence Active Members Closed Active Member  Owner

directory or VOMS

CO:COU:test-sso-confluence:members:all test-sso-confluence Members Closed Active Member ' Owner

Prareeits

o
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@ EOSC-hub

|dP Discovery

(& c ® ® @ https://aai.egi.eu/proxy/module.php/discopower/disco.php e @ |  Q search

N @ ==

Check-in

Choose your academic/social account
Q | Search...
A. T. Still University
AAF Virtual Home
AAI@EduHr Single Sign-On Service
Aalborg University
Aalto University

Aarhus School of Marine and Technical Engineering

or

n Facebook @ Google - IGTF m LinkedIn
ORCID

A gr - Copyright © 2016-2018 | Check-in is an EGI service provided by GRNET,
English a g ,

co-funded by the EGI Foundation (EGl.eu) and EGI-Engage | Powered by RCIAM

Terms Privacy
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‘g‘ EOSC-hub Token translation - Integration with
| RCauth.eu Online CA

€ Check-in has been integrated with the production RCAuth.eu Online CA
- Users can retrieve X.509 proxies by authenticating through Check-in

€Check-in Master Portal retrieves o
end-entity certificate from

RCauth.eu %

€Long-lived proxy certificate stored in

HSM

backend MyProxy server e
@Short-lived proxies provided via: %Amg& - :W& s
Authority
- Science Gateways via OIDC (so- Q] 1@
called VO-portaIs) {nervinumv] ety Pary A

' Service L rvice ] eduGAIN

- users e.g. via SSH key authentication

15/06/2018 12




Authorisation

@Supports authorisation decisions based on the combination of different types of
information:
- identity attributes asserted by the IdP of the user’s home organisation;

- VO/group membership and role information aggregated from one or more
community-managed attribute authorities;

- assurance information associated with the authenticated identity

CProvides two types of attributes/claims that can be used by SPs to control access
to resources:

- Entitlements expressing:
" rights/capabilities of the user to access specific services/resources, or

" VO/group membership and role information in support of group- and/or role-based
access control by SPs

- Attributes carrying assurance information can be used by SPs to decide how much to
trust the assertions made by Check-in and its attribute sources

15/06/2018 i3




@ EOSC-hub

Group membership and role information

Use of URN-formatted entitlement values based on AARC guidelines:

urn:mace:egi.eu:group:<group>[:<subgroup>*][:role=<role>#<group-authority>

@ <group> is the name of a VO, research collaboration or a top level arbitrary
group; unique within a given <namespace>

@ optional list of <subgroup> components represents the hierarchy of subgroups
in the <group>

@ optional <role> component indicates particular position of the user; scoped to
the rightmost (sub)group

@ <group-authority> indicates the authoritative source for the group
membership and role information

15/06/2018 14




@ EOSC-hub Next steps

€@ Complete attribute and policy harmonisation activities:
- Affiliation within Home Organisation/Research Infrastructure
- REFEDS/AARC Assurance Framework
- SAML-to-OIDC mapping
- AUP alignment

€@ Complete integration activities with other EOSC-hub AAl solutions
@ Add support for more (de)provisioning options (e.g. SCIM)

€@ Add support for active role selection

15/06/2018 15




nliam@grnet.gr

Thank you for
your attention!

EOSC-hub
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@ EOSC-hub Check-in Community AAI service options

Multi-tenant service

* All the standard Check-in authentication options
* Community management using COmanage or Perun

* Basic customisation of user-facing interfaces (e.g. community-specific themes for
enrolment flows, group management)

* Basic customisation of AAI proxy behavior

Dedicated service (individual components or AAIl service as a whole)

* Customisation of user-facing interfaces: WAYF, enrolment, group membership Ul

* Customisation of AAIl proxy behaviour (e.g. attribute aggregation rules, service
entitlements/capabilities)

* Integration with the EOSC-hub AAI e-Infrastructure SP Proxies for accessing EOSC
services and resources

15/06/2018 17




(@ eosc-hub

* Friendly Ul for managing/testing
OpenlD Connect/OAuth 2.0 clients
* Provides overview of OpenlD
Connect/Oauth 2.0 services
authorised to access their identity
* Allows users to see the specific
permissions (e.g. read email, offline
access, etc.) granted to each service
* Enables users to manage
access/refresh tokens associated
with each service:
® Revoke access for individual tokens
or service as a whole
" Retrieve access/refresh tokens to
be used for federated access to CLI
tools/APlIs
* Multipath delegation via OAuth 2.0
Token Exchange (*)
® Support for attenuation of
rights/scopes

&« c @

Non-web use cases & delegated access via

OpenlD Connect/OAuth 2.0

Seivives

View Profile
Information

Scope

Grant Types

_ R Provic X

@ @ https://aai-dev.egi.eu/oidc/manage/admin - O W Search

N @ =

Main Access Credentials Tokens Crypto Other

openid
profile

email

offline_access

refeds_edu
OAuth scopes this client is allowed to request

authorization code

client credentials

i @

password

implicit
redelegation

token exchange

System Scopes
Approved
Services

View Profile
Information

2 Refresh G X

These are the services with active access/refresh tokens that can be used to access your EGI Check-in profile information.
Access tokens are usually short-lived and provide services with access to specific resources. Refresh tokens are usually long-
lived and provide services with the ability to get new access tokens without your involvement.

Service
Demo OIDC SP based on mod_auth_openidc
>
EGI FedCloud il Delete
({1
>
© Refresh
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